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Authentication, Authorization,
and Accounting



Lesson Planning

Institute

* This lesson should take 3-6 hours to present

 The lesson should include lecture,
demonstrations, discussion and assessment

* The lesson can be taught in person or using
remote instruction



Major Concepts L[@arning

Institute

* Local Authentication
 Enhancements to Local Authentication

« Describe the purpose of AAA and the various
Implementation techniques

* Implement AAA using the local database

* Implement AAA using TACACS+ and RADIUS
protocols

* Implement AAA Authorization and Accounting



(&
Lesson Objectives L@arning

Institute

Upon completion of this lesson, the successful participant
will be able to:

1. Describe the importance of AAA as it relates to authentication,
authorization, and accounting

Configure AAA authentication using a local database
Configure AAA using a local database in SDM

Troubleshoot AAA using a local database

Explain server-based AAA

Describe and compare the TACACS+ and RADIUS protocols

o a0 kWD

© 2009 Cisco Learning Institute. wwiw.ciscolearnin g.org 4



r"‘; th‘?v
o~ & -
LASCO _,til

Lesson Objectives l@arning

Institute

7. Describe the Cisco Secure ACS for Windows software

Describe how to configure Cisco Secure ACS for Windows as a
TACACS+ server

9. Configure server-based AAA authentication on Cisco Routers using
CLI

10. Configure server-based AAA authentication on Cisco Routers using
SDM

11. Troubleshoot server-based AAA authentication using Cisco Secure
ACS

12. Configure server-based AAA Authorization using Cisco Secure
ACS

13. Configure server-based AAA Accounting using Cisco Secure ACS
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Institute

Authorization

which resources the user is allowed to access and which
operations the user is allowed to perform?

Authentication

Who are you? :
SEHE R e L A
G O O T VINE By
( RIS TOV UBA ARYTOVIN, UBA 875000010
295530 DOLRPBESEODOODOONS Tadhahilhuhideilo bl LR
Detach here and return upper portion with check or money order. Do not staple or fold.
Statement of Personal Credit Card Account Eﬁ‘“
Retain this portion for your files.
Cardmember Name Account Number Statement Closing Date
JOE EMPLOYEE 1234-456-890 01-31-01
Statement Date:  02-01-01 Payment Due Date: 03-01-01
Closing Date: 01-31-01
Credit Limit $1,500.00 Credit Available: $1221.50
New Balance: $278.50 Minimum Payment Due: $20.00

Account Summary
Previous Balance: +74.24 Transaction Fees: +3.00
Purchases: +250.50 Annual Fees: +25.00

Cash Advances: +0 Current Amount Due: +250.50
Payments: -74.25 Amount Past Due: +0
Finance Charge: +0 Amount Over Credit Line: +0
Late Charge: +0 NEW BALANCE: $278.50
Rpm /Sﬂ( m Bty Shnos Las Stateeront Amount
W o105 | 0143 Payrnent, Thenk You ﬂ%?b\
Dizadner | o142 | 0143 Widirs N Things Antown, USA | \
/ FRIOIEL o114 fi Heoord Relesss Anviown, LSA 400
A t . ABETFIONT fi4a G117 Sports Stadium A, UBA g
CCO u n I n g > aimmEr - Al02 | 38 Tle Tk Astows USA SHITE
What dld you Spend It Onf? FEAIAD | 01-25 H1-30 Elattromic Y Ay, LBA FEHEE
Sidniery 61-80 e Paes 340
sl gLk Anriond Fas EEhan
N\ 4
Biss 8
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Authentication — Password-Only L&arning

Institute

~~ User Access Verification

Password-Only Method
Password: cisco
Password: cisco1
. Password: cisco12
& % Bad passwords
( Internet
L\_, 3

Rl (config) # line vty 0 4
Rl (config-line)# password cisco
Rl (config-line)# login

» Uses a login and password combination on access lines
» Easiest to implement, but most unsecure method
* Vulnerable to brute-force attacks

Provides no accountability

© 2009 Cisco Learning Institute. wwiw.ciscolearnin g.org 7
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Authentication — Local Database L@oml’ﬁgé

Institute

» Creates individual user account/password on each
device

* Provides accountability

« User accounts must be configured locally on each device

* Provides no fallback authentication method

Rl (config) # username Admin secret
StrOng5rPa55w0rd

Rl (config) # line vty 0 4

Rl (config-line)# login local

User Access Verification

— Username: Admin
Password: cisco1
% Login invalid

——

Username: Admin
Password: cisco12
% Login invalid

pos
( Internet ]

Local Database Method

© 2009 Cisco Learning Institute. wwiw.ciscolearnin g.org 8
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Local Versus Remote Access L@&arning

Institute

Local Access Remote Access
LAN 2
R1
LAN 1 = Internet Internet
LAN 3
Console Port
Administrator \\'
;
Requires a direct connection to a Management
console port using a computer LAN
running terminal emulation software g!
\;%“&J -
Administration Logging
Host Host

Uses Telnet, SSH HTTP or SNMP
connections to the router from a computer

© 2009 Cisco Learning Institute. ciscolearnin 8 9
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Password Security Icel(allgle |

Institute

To increase the security of passwords, use additional
configuration parameters:

- Minimum password lengths should be enforced
- Unattended connections should be disabled
- All passwords in the configuration file should be encrypted

Rl (config) # service password-encryption

Rl (config) # exit

[ |
Cisco Cracker
line con O

exec—-timeout 3 30

password 7 094F471AlA0A

login
line aux O
exec-timeout 3 30
password 7 094F471A1A0A

login

© 2009 Cisco Learning Institute. ciscolearning 10
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Passwords L@arning

Institute

An acceptable password length is 10 or more characters

® @stake LC5 - [Corporate_Audit.les] (= T[]

File Wiew Session Schedule Remediate Help

drObe XL >uaFO Complex passwords include a mix

Run ¥ Renort

gmain |§Z:i::tnr1:tor|:assword |Easswordnge(days)|:;swordScore|L0cked0ut|Disabled|Expired|Never Expires|2;u:;th'g: Of upper an d I Owe rcaS e I etters,

I 5 charles aa 0 Fail 0d oh 1

e = «x« NUMbers, symbols and spaces
o o z e I | ==

#; ken P o Fail T - S RREMRESNEIRE L.

e S—— b Avoid any password based on repetition,
L e v o o dictionary words, letter or number

% s =0 - sequences, usernames, relative or pet

B e oo G i names, or biographical information
e 5 i [

CTN— . == Deliberately misspell a password
I 5} Dereklee  aa o Fail 0d oh 1m 42s

£ 4

tita asa 0 Fail 0d oh 0m 0s (Secu rlty = 5ecu r1 ty)
051972004 16:43:33 Cracked passwaord for \serge with Precomputed Hashes. .

05/19/2004 16:43:35 Cracked passwaord for \mike with Precomputed Hashes.
05/19/2004 16:43:41 Cracked password for theresa with Precomputed Hashes.

05/19/2004 16:43:43 Cracked password for wlad with Precormputed Hashes. C h a n g e paSSWO rd S Ofte n

05811972004 16:43:47 Cracked passward for \charles with Precomputed Hashes.

05/19/2004 16:43.47 Cracked passwaord for \DerekLee with Precomputed Hashes. m
05/19/2004 16:44:43 Cracked password for Yamit with Precormputed Hashes.

05/19/2004 16:44:43 Cracked password for Yhuan with Precomputed Hashes.

0541972004 16:44:44 Auditing session completed. DO not Write passwords down and
leave them in obvious places

r ® UserInfo

© 2009 Cisco Learning Institute. www.ciscolearning.org 11
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Access Port Passwords L©Orﬁﬁ%9
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Command to restrict access to
Rl (config) # enable secret cisco privileged EXEC mode

Commands to establish a

Commands tO establish d Iogin . |Ogin password flor dial-up
password on incoming Telnet sessions modem connections
Rl (config)# line vty O 4 Rl (config)# line aux 0
Rl (config-line) # password cisco Rl (config-line) # password cisco
R1 (config-line) # login R1 Rl (config-line) # login

Router
—— Wiy -::_’:.__ Auxk o4
w— ” Moderr

PC with Terminal | Gon
Emulation Software

R1 (config)# line con 0
Rl (config-line) # password cisco

Rl (config-line) # login
:,D Commands to establish a
login password on the

PC with Terminal .
Emulation Sofware  CONSOlE liN€

© 2009 Cisco Learning Institute. www.ciscolearning.org 12



Creating Users L@arning

Institute

username name

£ Wl
s TR
%

secret {[0]password|Sencrypted-secret}

Parameter Description

name This parameter specifies the username.

0 (Optional) This option indicates that the plaintext
password is to be hashed by the router using MD5.

password This parameter is the plaintext password to be
hashed using MD5.

5 This parameter indicates that the encrypted-secret
password was hashed using MD5.

encrypted-secret | This parameter is the MD5 encrypted-secret
password that is stored as the encrypted user
password.

© 2009 Cisco Learning Institute.
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Institute

AAA
Router

Self-Contained AAA
1. The client establishes a connection with the router.
2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using the local database and the user is authorized to access the network
based on informationin the local database.

Used for small networks

Stores usernames and passwords locally in the Cisco
router

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 14
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Server-Based AAA Authentication Lmlng

Institute

Uses an external database server
- Cisco Secure Access Control Server (ACS) for Windows Server
- Cisco Secure ACS Solution Engine

- Cisco Secure ACS Express

More appropriate if there are multiple routers

AAA Cisco Secure

Remote Client Router ACS Server

Server-Based AAA

1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using a remote AAA server.
4

. The user is authorized to access the network based on information on the remote AAA Server.

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 15



AAA Authorization

Institute

» Typically implemented using an AAA server-based
solution

* Uses a set of attributes that describes user access to the

network E

. : @

Remote Client Perimeter ———
Router < —(—

®

1. When a user has been authenticated, a session is established with
an AAA server.

2. The router requests authorization for the requested service from the
AAA server.

3. The AAA server returns a PASS/FAIL for authorization.

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 16
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AAA Accounting meg

Institute

* Implemented using an AAA server-based solution

Keeps a detailed log of what an authenticated user does
on a device

O,

. o T—————»

—1-

Remote Client Perimeter
Router

1. When a user has been authenticated, the AAA accounting process
generates a start message to begin the accounting process.

2. When the user finishes, a stop message is recorded ending the
accounting process.

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 17
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Local AAA Authentication Commands L@Omlng

Institute

R1# conf t
Rl (config) # username JR-ADMIN secret StrOngPa55wOrd
1 (config) # username ADMIN secret StrOng5rPa55wOrd
Rl (config)# aaa new-model
Rl (config) # aaa authentication login default local-case
( ) #

1 (config aaa local authentication attempts max-fail 10

To authenticate administrator access
(character mode access)

1. Add usernames and passwords to the
local router database

: % 2. Enable AAA globally
3. Configure AAA parameters on the router

4. Confirm and troubleshoot the AAA
configuration

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 18



Additional Commands

Institute

 aaa authentication enable
Enables AAA for EXEC mode access

* aaa authentication ppp
Enables AAA for PPP network access



AAA Authentication

{S
Command Elements L&arning

Institute

router (confiqg) #

aaa authentication login {default | list-name}
methodl..[method4]

Command

Description

default

Uses the listed authentication methods that follow this
keyword as the default list of methods when a user logs in

]

list-name | Character string used to name the list of authentication
methods activated when a user logs in

password- | Enables password aging on a local authentication list.

expiry

method1 |dentifies the list of methods that the authentication

[method?2... | algorithm tries in the given sequence. You must enter at

least one method; you may enter up to four methods.

© 2009 Cisco Learning Institute.
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Method Type Keywords

Institute

Keywords Description

enable Uses the enable password for authentication. This keyword cannot be used.

krb5 Uses Kerberos 5 for authentication.

krb5-telnet Uses Kerberos 5 telnet authentication protocol when using Telnet to connect
to the router.

line Uses the line password for authentication.

local Uses the local username database for authentication.

local-case Uses case-sensitive local username authentication.

none Uses no authentication.

cache group-name

Uses a cache server group for authentication.

group radius

Uses the list of all RADIUS servers for authentication.

group tacacs+

Uses the list of all TACACS+ servers for authentication.

group group-name

Uses a subset of RADIUS or TACACS+ servers for authentication as defined
by the aaa group server radius or aaa group server tacacs+

command.

© 2009 Cisco Learning Institute.
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Additional Security

Institute

router (confiqg) #

aaa local authentication attempts max-fail [number-of-
unsuccessful-attempts]

R1# show aaa local user lockout

Local-user Lock time
JR-ADMIN 04:28:49 UTC Sat Dec 27 2008

R1# show aaa sessions
Total sessions since last reload: 4
Session Id: 1

Unique Id: 175

User Name: ADMIN

IP Address: 192.168.1.10

Idle Time: O

CT Call Handle: O

© 2009 Cisco Learning Institute. www.ciscolearning.org 22
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Cisco (e \
Sample Configuration L[@arning

Institute

30
50

username JR-ADMIN secret StrOngPa55wOrd
username ADMIN secret StrOng5rPa55wOrd
aaa new-model

R1# conf t
Rl (confiqg) #
config) #

#
config)# aaa authentication login default local-case enable
config)# aaa authentication login TELNET-LOGIN local-case
config)# line vty 0 4

config-line)# login authentication TELNET-LOGIN

)
)
confiqg)
)
)

R1 (
R1 (
R1 (
R1 (
R1 (
R1 (

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 23



Troubleshooting &arning

Institute

* The debug aaa Command

« Sample Output
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The debug aaa Command L@ar

Institute

R1# debug aaa ?
accounting
administrative
api
attr
authentication
authorization
cache
coa
db
dead-criteria
id
ipc
mlist-ref-count
mlist-state

per-user

pod

protocol
server—-ref-count
sg-ref-count
sg-server-selection
subsys

testing

R1# debug aaa

Accounting

Administrative

AAA api events

AAA Attr Manager

Authentication

Authorization

Cache activities

AAA CoA processing

AAA DB Manager

AAA Dead-Criteria Info

AAA Unique Id

AAA IPC

Method list reference counts
Information about AAA method list state change and
notification

Per-user attributes

AAA POD processing

AAA protocol processing

Server handle reference counts
Server group handle reference counts
Server Group Server Selection

AAA Subsystem

Info. about AAA generated test packets

© 2009 Cisco Learning Institute.

ciscolearn 1 Mmg

25



Sample Output

Institute

R1# debug aaa authentication

113123: Feb 4 10:11:19.305 CST: AAA/MEMORY: create user (0x619C4940) user="'
ruser=""' port='ttyl' rem addr='async/81560' authen type=ASCII service=LOGIN priv=1
113124: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): port='ttyl' list=""
action=LOGIN service=LOGIN

113125: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): using "default" list
113126: Feb 4 10:11:19.305 CST: AAA/AUTHEN/START (2784097690): Method=LOCAL
113127: Feb 4 10:11:19.305 CST: AAA/AUTHEN (2784097690): status = GETUSER

113128: Feb 4 10:11:26.305 CST: AAA/AUTHEN/CONT (2784097690): continue login
(user="' (undef) ")

113129: Feb 4 10:11:26.305 CST: AAA/AUTHEN (2784097690): status = GETUSER

113130: Feb 4 10:11:26.305 CST: AAA/AUTHEN/CONT (2784097690): Method=LOCAL

113131: Feb 4 10:11:26.305 CST: AAA/AUTHEN (2784097690): status = GETPASS

113132: Feb 4 10:11:28.145 CST: AAA/AUTHEN/CONT (2784097690): continue login
(user='diallocal')

113133: Feb 4 10:11:28.145 CST: AAA/AUTHEN (2784097690): status = GETPASS

113134: Feb 4 10:11:28.145 CST: AAA/AUTHEN/CONT (2784097690): Method=LOCAL

113135: Feb 4 10:11:28.145 CST: AAA/AUTHEN (2784097690): status = PASS

© 2009 Cisco Learning Institute. www.ciscolearning.org 26



Local Versus Server-Based =<3

Cisco ‘jf \
Authentication Ll@arning'’

Institute

Local Authentication

1. The user establishes a connection with the router.

2. The router prompts the user for a username and password authenticating
the user using a local database.

Cisco Secure ACS
for Windows Server

Perimeter
Router

Remote User

Server-Based Authentication

1. The user establishes a connection with the router.

2. The router prompts the user for a username and password.

3. The router passes the username and password to the Cisco Secure ACS (server or engine).
4,

The Cisco Secure ACS authenticates the user. The user is authorized to access the router (administrative access) or the
network based on information found in the Cisco Secure ACS database.

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 27
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Overview of TACACS+ and RADIUS  L&arning’

Institute °

TACACS+ or RADIUS protocols are used to
communicate between the clients and AAA
security servers.

Cisco Secure ACS for
Windows Server

Perimeter

Cisco Secure
ACS Express

Remote User

© 2009 Cisco Learning Institute. www.ciscolearnin O.org 28



TACACS+/RADIUS Comparison
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L@Gmlng

TACACS+

RADIUS

Functionality

Separates AAA according to the AAA
architecture, allowing modularity of
the security server implementation

Combines authentication and
authorization but separates
accounting, allowing less flexibility in
implementation than TACACS+.

Standard

Mostly Cisco supported

Open/RFC standard

Transport Protocol

TCP

UDP

CHAP

Bidirectional challenge and response
as used in Challenge Handshake
Authentication Protocol (CHAP)

Unidirectional challenge and response
from the RADIUS security server to
the RADIUS client.

Protocol Support

Multiprotocol support

No ARA, no NetBEUI

Confidentiality

Entire packet encrypted

Password encrypted

Customization

Provides authorization of router
commands on a per-user or
per-group basis.

Has no option to authorize router
commands on a per-user or
per-group basis

Confidentiality

Limited

Extensive

© 2009 Cisco Learning Institute.
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AAA Authorization Commands

R1# conf t
Rl (config) # username JR-ADMIN secret StrOngPa55wOrd
config)# username ADMIN secret StrOng5rPa55wOrd
config)# aaa new-model
config)# aaa authentication login default group tacacs+
config)# aaa authentication login TELNET-LOGIN local-case
) # aaa authorization exec default group tacacs+
)

config)# aaa authorization network default group tacacs+
config)# line vty 0 4

config-line)# login authentication TELNET-LOGIN
config-line) # “~Z

R1 (
R1 (
R1 (
R1 (
R1 (config
R1 (
R1 (
R1 (
R1 (

* To configure command authorization, use:

aaa authorization service-type {default | list-name} method1 [method2] [method3]
[method4]

« Service types of interest include:
- commands /evel  For exec (shell) commands
- exec For starting an exec (shell)
- network For network services. (PPP, SLIP, ARAP)

© 2009 Cisco Learning Institute. www.ciscolearning.org 30
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AAA Accounting Overview l[@arming !

Institute

* Provides the abillity to track usage, such as dial-in
access; the ability to log the data gathered to a database;
and the ability to produce reports on the data gathered

* To configure AAA accounting using named method lists:

aaa accounting {system | network | exec | connection
| commands /evel} {default | list-name} {start-stop |
wait-start | stop-only | none} [method1 [method2]]

« Supports six different types of accounting: network,
connection, exec, system, commands /evel, and
resource.



AAA Accounting Commands

Institute
R1# conf t
Rl (config) # username JR-ADMIN secret StrOngPa55w0Ord
Rl (config) # username ADMIN secret StrOng5rPa55w0rd
Rl (config) # aaa new-model
Rl (config) # aaa authentication login default group tacacs+
Rl (config) # aaa authentication login TELNET-LOGIN local-case
Rl (config) # aaa authorization exec group tacacs+
Rl (config) # aaa authorization network group tacacs+
Rl (config) # aaa accounting exec start-stop group tacacs+
Rl (config) # aaa accounting network start-stop group tacacs+
Rl (config)# line vty 0 4
Rl (config-line)# login authentication TELNET-LOGIN
Rl (config-line) # ~Z

« aaa accounting exec default start-stop group tacacs+
Defines a AAA accounting policy that uses TACACS+ for logging
both start and stop records for user EXEC terminal sessions.

- aaa accounting network default start-stop group tacacs+
Defines a AAA accounting policy that uses TACACS+ for logging
both start and stop records for all network-related service requests.
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